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1.2

1.3

1.4

1.5

Preface

Preface
Intended Audience

This document is intended for the following audience:
e Customers

e Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=accandid=docacc.

Access to Oracle Support
Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=trs if you are hearing impaired.

Structure

This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:
e  Prerequisites

e  Configuration / Installation.

Related Information Sources

For more information on Oracle Banking Digital Experience Release 17.2.0.0.0, refer to the
following documents:

e Oracle Banking Digital Experience Licensing Guide
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2. OBDX Servicing Application

2.1 Prerequisites
a. Download and Install node Js

Install node js from https://nodejs.org

b. Download and Install Android Studio

OBDX Servicing Application

Download and install Android Studio from https://developer.android.com/studio/index.html

c. Download and Install Android platforms
Update Android SDK to latest API Level.

d. Set Environment variables

Set following system variables:

1. NODEJS <nodejs_path> Example: “C:\Program Files\nodejs\”.

Add the above variables in “PATH” system variable.

() Ho-0)+ 17-2_app_document_Final.doc - Microsoft Word - X
(Eia) /
&) —
- ‘ Home ‘ Insert Page Layout References Mailings Review View @
& Cut P |l Y =T el =] % # Find * ‘
Calibri (Body) I o-|A
= 23 copy \—_ Environment Variables Aalj AaBbCc. AaBbCED: - 3 Replace
Paste . 7 Aav|| % i _ Change
S romat rainter B 7 U-dex X Aa HJ_ Title Subtitle  Subtle Em... ~ Smﬂgv by e
Clipboard 5 Font | Uservariables for MGAR! L B Edting ||
Variable Value L
PATH C\Users\MGARNAppData\Roaming\npm X
TEMP S6USERPROFILE%\AppDatal Local\ Temp

™P SUSERPROFILES\AppData)Loca\Temp

anced  System Protection  Remote

\dminigtrator to make most of these changes.

New User Variable

5 g, memory usage, and vitual memory

Variable name: ‘NODEIS

Variable value: ‘(:\ngram Files\nodejs

Browse Directory... ‘ ‘ Browse File...

DT v P
NUMBER_OF_PROCESSORS 4

0s Windows_NT

Path C:\ProgramData\Oracle\Java\javapath;C:\app\MGARN product\11.2...
PATHEXT .COM; EXE;.BAT;.CMD;.VBS; VBE; JS;.JSE; WSF;. WSH; MSC

PERLSLIB

o L

&zl

and debugging information

1122

Page: 10f22 | Words: 1,206 | G5 |

Oracle Banking Digital Experience Mobile Application Builder — Android



https://nodejs.org/
https://developer.android.com/studio/index.html

OBDX Servicing Application

MobileAPps:ds [Compatibility Mode] - Microsoft Excel - X
Page Layout Formulas Data Review View @ -0 X
T (= = o N et " WIN==] = -
Calibi T ol L ! = :?( /LE—_\ % Autosum % &a
| Environment Variables X @ Fill
Paste || - - A8 lete Format Sort & Find &
-~ JFomat Painter (LR N S ~ | QG Fiterr Select
Clipboard & Font il User variables for MGAR! Hls Editing
| ALLE M 'ﬁ‘ Variable Value
=
a5 . . . . £ b - H' NODEJS C:\Program Files\nodejs x ML | A
Vaiableyahue:
E e iy C:\Users\MGARNAppData\Roarming\npm
%3 boweDecory. | | TEMP % USERPROFILESA\AppDetah Local\Temp erced | System Prtection Remote
101 . TMP SUSERPROFILE:\AppDatatLocal\Temp diinistralor o make most of these changes.
102 P
i Puth
s PATHEXT {duling, memory usage, and vitual memory
05 PERLSLIB
06
iy Edit... Delete Seftings...
108
k)
il System variables |
111 - rsignin
ug Variable Value &
i ComSpec CAWINDOWS\system3?\cmd.exe ST
115 8
T m A B DEFLOGDIR C:\ProgramData'\McAfee\DesktopProtection
7 NUMBER_OF_PROCESSORS 4  de »
i 05 Windows NT ! detvaging ometon
FZSU Path C:\ProgramData! Oracle\Java\javapath; C:\app\MGARNproduct\11.2... &7
o PATHEXT COM, EXE, BAT, CMD; VBS; VBE, 5 JSE WSF; WSH: MSC A
2 PERLSLIB v
i Environment Variables
i) New.. Edit.. Delete
125
126
iy B Cocel | hony
2 oK Cancel E
=] |
130
131
132
M 4+ M Sheetl ~Sheetz ~Sheetd %1 0| m []
Ready
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.y )s 17-2_app_document_Final.docx - Microsoft Ward
=]  app._ |

Home Insert Page Layout References Mailings Review View

=

= Calibri Body) A K E|E =

A

F: | R =

aste - Ao o|(aP . A -
~ ./ Format Painter B U -dex XM (¥4

Clipboard Font Paragraph

13419 ;
z AaBbCeDc | AaBbCeDc AaBbCi AaBbCc

Styles

n/etudinfinday hiral

sapoce AQB

THNormal | 7NoSpaci. Headingl Heading2 Heading3 Title

OBDX Servicing Application

Subtitle  Subtle Em...

@

4 Find +

31c Replace

Change
Styles | b Select

Editing

Download and install Android Studio from https://developer.android

OAD AND INSTALL ANDROID PLATFORMS

\RIABLES
Setfollowing system variables:

1. NODEIS<nodejs_pathExample:“C:\Program Files\nodejs\”
2. hitp_proxy<proxy address>andhttps proxy <proxy addre

Addthe above variablesin “PATH" system variable.

Create project
1) Install cordova usingthe command

npminstall -g cordova

2) Create projectusing following command
cordova create <directory name> <package name> <proje
Eg: cordovacreate zighank com.ofss.zighank ZigBank

3) Allsubsequent commands need to be run within the project's direct
cd<directory name>

Eg:cd zighank

System Properties

Computer Name  Handware Advanced  System Protection  Remote

You must be logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memory usage, and vitual memory

User Profiles
Deskiop settings related to your signn

Startup and Recovery

Seftings...

Settings

System statup, system failure, and debugging information

0K

Seffings...

Environment Variables.

Cancel

4] Add platformandroid to the projectusing following command
cordova platform add android

&

Page: 10f22  Words: 1,206 | (&

2.2 Create project
1. Install cordova using the command

npm install —g cordova

& Command Prompt

<
B« o i

1240PM

2R s
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OBDX Servicing Application

a. If you face above error then set proxy using following commands on command line.
npm config set proxy <provide your proxy value here>

npm config set https-proxy <provide your proxy value here>

n\\npm-cli.js" “install” "-g

.le1.4e.

12656 PM
OB s

& Command Prompt

1:58 PM
~ BB 500

2. Create project using following command

cordova create <directory name> <package name> <project name>
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OBDX Servicing Application

Eg : cordova create zigbank com.ofss.zigbank ZigBank

B Command Prompt - X

2:00PM
OB gy

3. All subsequent commands need to be run within the project's directory
cd <directory name>
Eg: cd zigbank

& Command Prompt - X

to improve the tool over time?

201PM
~ OB 500

4. Add platform android to the project using following command

cordova platform add android
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OBDX Servicing Application

Bl C\Windows\system32\cmd.exe — m] x®

vank ZigBank

va platforn

If you have a prev

5. Extract OBDX_Installer.zip and perform the following steps

a. Copy and replace res directory from
OBDX_Installer/installables/mobile/service/android into zigbank\platforms\android

b. Copy assets directory from OBDX_Installer/installables/mobile/service/android and
paste it into zigbank\platforms\android

6. Import zigbank\platforms\android in android studio by clicking on Open an Existing Project.

¥ Welcome to Android Studio — =

9

Android Studio

Start a new Android Studic project

Open an existing Andreid Studic project
Check out project from Version Control -
Import project (Eclipse ADT, Gradle, etc.)

Import an Android code sample

¥ Configure = Get Help =
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OBDX Servicing Application

® Open File or Project

faodPLG X O &8

X

Hide path

a\Desktop'17.2 documentaiont demo appi\zigbank'platforms\android

L Lontacts
[ Desktop
[ 17.2 documentaion
1 demo app
[ zighank
3 hooks

[ node_modules
[ platforms
# android
[ .gradle
[ .idea
[ assets
[ build
[ cordova

# Cordovalib

Drag and drop a file into the space above to quickly locate it in the tree

B | concel | [ Hep |

7. Open AndroidManifest.xml and make following changes

a. Change android:minSdkVersion to "21" and remove android:targetSdkVersion="25"

b. Add following permissions

<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission

android:
android:
android:
android:
android:
android:
android:
android:
android:

name="android.
name="android.
name="android.
name="android.
name="android.
name="android.
name="android.
name="android.
name="android.

Oracle Banking Digital Experience Mobile Application Builder — Android

permission

permission.

permission

permission.
permission.
permission.
permission.
permission.

permission

.READ_EXTERNAL_STORAGE" />
USE_FINGERPRINT" />
.WRITE_EXTERNAL STORAGE" />
READ_PHONE_STATE" />
ACCESS_NETWORK_STATE" />
ACCESS_COARSE_LOCATION" />
ACCESS_FINE_LOCATION" />
RECEIVE_SMS" />

.READ_SMS" />

11



OBDX Servicing Application

® android - [CAL Desktoph17.2 d - [android] - . - Android Studio 23.3 - x
P PP

File Edit View Navigate Code Analyze Refactor Build Run JTools VCS Window Help

ODHO ¢ X001 QARA & D> A ([Rendoid-] b 4 & 55 8 RS L ? Q

[ android = &, AndroidManifestxm!

o B x ‘ © gin java X ‘ (€ SplashActivity java % | [3il gradie.properties x ‘ (2 android % | [ cordova_pluginsjs X | © configaml ¥ | '€ MainActivityjava % | ) CookieManagerjava X ‘ =@

& @

& manifest Fl

= 2

» <xml version='1.0" encoding='utf-§'%> o=
<manifest xmins:android="http://schemas.android.com/apk/res/android"

[ package="com. ofss. zighank" -

2 android:hardwareAccelerated="true"

2 android:versionCode="10000"

= android:versionName="1.0.0">

v

<supports-screens
android:anyDensity="true"
android:largeScreens="true"
android:normalScreens="true"

@ Captures

android:resizeable="true"
android:smallScreens="true"
android:xlargeScreens="true" />

ion androi

permission android: "android.permission.READ SMS"

<application
android:hardwareAccelerated="true"
android:1con="gmipmap/icon”

*—| Text | Merged Manfest|

19BOW PIOIRNY 4x

&+ & Android Monitor = 0 Messages  [E Terminal <2 TODO

) Eventlog [ Gradle Console

legalArgumentException: null (7 minutes ago)

752 chars, 10lines  16:1 LF+

c. Add following provider inside <application> tag, Just before </application>

<provider android:authorities="com.ofss.digx.mobile.android.opener.provider"

android:exported="false" android:grantUriPermissions="true"

android:name="io.github.pwlin.cordova.plugins.fileopener2.FileProvider">
<meta-data android:name="android.support.FILE PROVIDER PATHS"

android:resource="@xml/opener paths" />
</provider>

d. Go to https://developer.android.com/training/safetynet/attestation.html#add-api-key and

follow the steps to generate the api key. Once the key is ready, add the following to
AndroidManifest.xml inside <application> tag. Refer below screen shot.

<meta-data android:name="com.google.android.safetynet.ATTEST API KEY"

android:value="ENTER YOUR API_KEY"/>

Oracle Banking Digital Experience Mobile Application Builder — Android
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OBDX Servicing Application

® android - [CA\L Desktop\17.2 d pp - [android] - - Android Studio 2.33 - X

File Edit Miew Mavigote Code Analyze Refactor Build Run Jools VCS Window Help

DHO ¢4 X0 QR ¢ 9 |A ([Renaoa b 4 4 5 B W K |8 2 &7 Q

[ android | & AndroidManifestxml |

g B x ‘ © ginjava X ‘ (€ SplashActivityjava % ‘ [4li gradle.properties x ‘ (& android X | [ cordova_plugins.js % | & configxml X | (€ MainActivityjava X | %) CookieManager,java X ‘ @
£ manifest || application §
‘;' ED ANAYOIaTIAUncAMOde=" SINgLeTOp" oo
=37 android: theme="gandroid:style/Theme .DeviceDefault.NoActionBar"

EL android:windowSof tInputlMede="adjustResize">
S <intent-filter android:label="gstring/app name">
Z <action android:name="android.intent.action MAIN" />
2 <category android:name="android.intent.category.LAUNCHER" />
;?' </intent-filters

</activity>

<provider
android:name="10.github.pwlin.cordova.plugins. fileopener? . FileProvider”

net .ATTEST APT T
NRKFsVrQsnng"

s androld:minSakVersion="21" />
= </manifests
=[50 vV
&
Y

g Ey
H S
= =
= g

et | Merged Manifest =
x| T Merged Manif e

W & Android Monitor [ 0: Messages [ Terminal 2 TODO € Eventlog [ Gradle Console

[ IllegalArgumentException: null (3 minutes ago! chars, 15 lines 441 LF: onted: <no context> &
[ llegalA Exe Il (3 ) 663 chars, 15| 441 LF: C (1]

e. Delete index.html, css, js and img folders from zigbank\platforms\android\assets\www

f.  Go to build.gradle file for android project(Not for Cordovalib) and add the following to
dependencies. Refer below screen shot.

compile 'com.squareup.okhttp3:okhttp:3.6.0'

compile 'com.android.support:support-v4:25.3.0'

compile 'com.google.code.gson:gson:2.8.0'

compile 'com.google.android.gms:play-services-safetynet:10.2.1"'

® android - [C:\L Desktoph17.2 d - android - Android Studio 2.3.3 - X

Eile Edit View MNavigate Code Analyze Refactor Build Run Toels VCS Window Help
ODHO ¢ XOE QA G D> A[Radodr] b 4 %058 L8[ L 7
7 android * (¥ build.gradle

%

fel

g

4
il

(2 android % | [i cordova_pluginsjs X | © configxml % | ' MeinActivityjava | % CookieManagerjava |

ginjava % ‘ (€ SplashActivity java % | [4l gradie.properties *

F

aipen (5

1
buildTypes {
236 release {
signingConfig signingConfigs.release
¥

@ 1: Froject

1

4dSigningProps (cdvReleaseSigni ile, signingConfigs.release)

L 7 Structure.

}
if (cdvDebugSigningPropertiesFile) {
addSigningProps (cdvDebugSigningPropertiesFile, signingConfigs.debug)
1
i

@ Captures

dependencies [

compile fileTree(di
_pRo,
debugCompile (praject (path:

include: '*.jar')

rdovalib", configuration: "debug”))
releaseCompile (project (path: "Cordovalib®, configuration: "release"})

http:
droid.support
compile 'com.google.code.gsor
compile 'com.google.android.gms:play

okhttp:
upport-vd
gs

o
rvices-safetynet:10.2.1

def promptForReleaseHeyPasaword() {
if (lcdvReleaseSigningPropertiesFile) [
return;

}
if ('_unset’.eguals(android.signingConfigs.zel 0ot
igningConfigs.zel = priv 1 {'Enter key store password: ')

12RO PIRIRUY i

1
W & Android Monitor = 0 Messages  [E Terminal 2 TODO ) Eventlog = Gradie Console

[ lllegal ArgumentException: null {10 minutes ago) 213 chars, 4lines 2531 LF+ UTF-8 Contet <roconiert> & 8
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OBDX Servicing Application

g. Update application urls at location “android/assets/app.properties” file

E- Project v |€3 == | %~ 1< | [l app.properties |

1= framework ] # This

@ Captures

CR

=1 images
B index 3 connection timeout = 5000

Elpar‘tials ssl pinning enabled = YES

=1 plugins

1+ 1: Project

=] resources.nls
1 retail
E configuration.html
[ cordova,js
[3s cordova_pluginsjs
E index.html

[i app.properties

051 I Structure

r .
o cert_keysjson

h. Copy & replace MainActivity.java and SplashActivity.java from

OBDX _Installer/installables/mobile/service/android and paste it into

zigbank\platforms\android\src\<your_package_name>

5 shared server url = http://111d37c¢2.ngrok.io
G shared oam url = http://c0463ae2.ngrok. ic4

i. Fix package name errors by changing it your package name. and making any imports if

necessary in MainActivity.java and SplashActivity.java

® android - [DA172AppBuild\ZigBank\platferms\andreid] - [android] - .\src\comiofss\zigbank\MainActivity java - Android Studio 2.3.3
Fle Edit View Navigate Code Analyze Befactor Build Run Jook VCS Window Help
ODHD ¢4 X0 QA ¢ AGadoid-/p 4 K G B L 80 L 7
+ | ' AndroidManifestxml % | (& android X | [dll app.properties X | (© MainActivityjava *
o
&
= T
] (eranl
package com.ofss.digx.mobile.andraid;
s
Fi @ Move to package 'com.ofss.digx.mobile.android'
E ® 5ot package name ta ‘com.ofss.zigbank’
G # Create Test
import org.apache.cordova.CordovaActivity;
g publie class MainActivity extends CordovaRctivity {
e 10w
- publia void onCreate (Sundle savedInstanceState) |
super.onCreate (savedInstancestate) ;
valuecallback callback=(e) — { return; };
CockieManager.getIn () . removeallcookies (callback) ;
CockieManager.getIn .setAcceptCookie (true) ;
8
2
H = getIntent().getExtras();
a != null && extras.getScolean("cdvStartInBackground”, false)) (
Ll moveTaskToBack (tzue) ;
}
]
K 1oadUr1 (LaunchUrl) ;
- )
BTODO & Android Monitor  [@ Terminal [ (: Messages
O Gradle build finished in 375 916ms (29 minutes ago)
-
L

5:13 LF:

() Event Log

UTF-8%

[ Gradle Console

j- Add the following to the AndroidManifest.xml after </activity> of MainActivity

Oracle Banking Digital Experience Mobile Application Builder — Android
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OBDX Servicing Application

<activity android:name=".SplashActivity"

android:configChanges="orientation|keyboardHidden |keyboard|screenSize|locale"

android:label="@string/activity name"
android:launchMode="singleTop"
android: theme="@style/SplashTheme"
android:windowSoftInputMode="adjustResize">
<intent-filter android:label="@string/launcher name">

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

</activity>
® android - [C\L Desktop\17.2 d pp - [android] - - Android Studio 2.33 - o X
File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help
DHG ¢4 XD 0 QAR ¢ P N ([Raodedr]p 4 & 58 L&k 4L ? Q
[ android = 5, AndroidManifestaml
= | B Project v‘ @ & | %~ |- | [ AndroidManifestxml x ‘ © SplashActivityjava X ‘ [4i1 gradle.properties x | (& android x ‘ [ cordova_pluginsjs * | & configxml % | (€ MainActivityjava % ‘ =2
H id C:\Users\wpenta\Des! 72 o
| Dmandrold C:\Usersivpenta\Desktoph 7.2 documentaior) o foa || appiication || aceivicy g
o [ .gradle android:hardvareAccelerated="true" o|®
& [ .idea android:icon="gmipmap/icon"
. 3 assets 30 android:label="ZigBank"
é 3 build 31 android:supportsRtl="true"s
Ej 1 cordova az <activity
F‘ . 33 android:name="MainActivity"”
g [l Cordovalib 34 android: conf: ntation| idden |keyboard|screenSize|locale”
[ gradie a5 android:label="string/launcher_name”
& 1 libs android:launchMode="singleTop"
H [ platform www android: theme—"gandroid: style/Theme.DeviceDefault . NoActionBar"
Z E res android:windowSof t InputMode="adjustResize">
® = <intent-filter andreid:label="Estring/app name">
e <action android:name="android.intent.action.MATN" />
[ com.ofss.zighank <category android:name="andreid.intent.category.LAUNCHER" />
£ 5 MainActivity </intent-filter>
© % SplashActivity </activity>
[ org.apache.cordova <activity android:name=".SplashActivity"
B gtignore rientation|keyboardHidden|keyboard|screenSize|locale”
g ing/activity name”
[& android.iml
i androidjson he 1e/SplashThene”
[ AndroidManifestxml android: windowSof t Inputliode="adjustResize">
£ & build.gradle string/launcher name"
K [3 gradle.properties
El [2 gradlew
= | gradiew.bat
= [¥i local.properties s
o [ii project properties: android:name="io.github.pwlin.cordova.plugins. fileopener?.FileProvider" =
£ (@ settings.gradie android:authorities="com.ofss.digx.mobile.android.opener . provider” —3
i (® wrsppergradie android:exported="Ffalse’ ;
= 9 android:grantUriPermissions="true"> =
il External Libraries s
* Text ‘ Merged Manifest e
O ) S B E m 7 [

k. In Android studio open AndroidManifest.xml and remove from <activity> tag of

MainActivity as shown in the screen shot.

<intent-filter android:label="(@string/launcher name">
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
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OBDX Servicing Application

® android - [DA172AppBuild\ZigBank\platforme\android] - [android] - _ \ndroidManifestxml - Android Studio 2.3.3
File Edit Wiew Navigate Code Analyze Refactor Build Run Tools VCS Window Help
ODHO ¢« XODA AR ¢ S L Ny

%k AndroidManifestxml % | (® android ¥ | [4} app.properties ¥ ©) SplashActivityjava

% android

< MainActivityjava X

manifest | application |activity

3 1 Project

<uses-permission andreid:name="andreid permission RECEIVE SMS" />
<uses-permission android:name="android.permission. READ SMS" />
<application

android:hardwareAccelerated="true"

android:icon="@mipmap/icon"

android:labe

=3 7: Structure

<activity
android:
android:
android:label="¢string/launcher_name"
android: launchMode="singleTop
android: theme="Gandroid:style/Theme DeviceDefault. NoActionBar"
android:windowSoftInputMode="adjustResize">
intent-filter android:label="¢string/app_name
<action android:name="android.intent.action.MAIN"
<category android:name="android.intent.category.LAUNCHER"
</intent-filter
</activity>
<activity android:names".SplashActivity”
android: configCh " tation|keyb
android:labele"Estring/activity_name”
android:launchModes"singleTop”
android: theme="gstyle/SplashTheme"
android:wi Inputhodes"adjustR ">
<intent-filter android:labels="fstring/launcher_name">
<action android:names"android.intent.action.MAIN" />

orientation|keyboardHidden keyboard|screenSize|locale"

]
2
3
3

scresnSize|locals”

dHidden |

<category android:name="android.intent.category.LAUNCHER" />
</intant-filtars

Text Merged Manifest

erminal

P4 Run  “ETODO
O Gradle build finished in 7s 932ms (8 minutes ago)

## & Android Monitor & [ Messages.

0

peID )

PRI PRPUY

EYkvent log  [E Gradle Console

240 chars, 4 lines

I. Delete org folder from Zigbank/platforms/android/src

sre - X
Home  Share  View [:]
« « 4 | |'> MGARI > ZigBark 5 platforms > android > sic v|®| | searchsrc »,
4 NetHood A Name - Date modified Type Size
Oracle com 2017221PM  Filefolder
=] pictures org 7/25/2017526PM  File folder
4 PrintHood
. Recent
4P Saved Games
7 Searches
. Sendo Delete Folder X
a StartMenu Are you sure yeu want to permanently delete this folder?
1 Templates og
§ videos Date created: 7/25/2017 5:26 PM
ZigBank
hooks
node_modules
platforms
android No
idea
assets
cordova
Cordovalib
gradie
libs
platform_www
res
stc
plugins v

2 items

1 item selected

Oracle Banking Digital Experience Mobile Application Builder — Android

16



2.3

Adding Custom Library:
1. Go File -> New -> New Module -> Import .JAR/.AAR package and click Next.

OBDX Servicing Application

L] 1| ® Create New Module
Eile Edit Wiew N

O

Android Wear Module

Java Library

=W : New Module
_ | [ AndroidM H Android Studic
v
£
= o
= <
N [ ]

®
g
&
~
v (o]
3
2
£
3
' Phone & Tablet Module Android Library
: {}
3 |
3
a
»
] e Import Eclipse ADT Project Import JAR/AAR Package
k! Import an existing JAR or AAR package as a new project module
® | Text| Mergd

“&T0DO
] Graclle build f

.
(I

Android TV Module

]
D

Google Cloud Module

L
©

Import Gradle Project

Cancel

Iradle Consale

2. In file name text box, navigate to OBDX_Installer/installables/mobile/service/android

select app-release.aar

- [®
Fle Edit View N
OO «
B AndroidMz

File name:
<z

3 1 Project

Subproject name:

. (@) anchive fie path i required

g

&

3

v

8

2

2

S

a

2

=

a

»

HEL

E

* | Text | Merge
“®T0DO

[ ——

P

1

® Select Package

Select jar r aar package to import as a new module

[ 17.10BDXAndroidNewRetail
1 171app
E11728pp
[ 172AppBuild
[ android
B3 assets
C res

[7] app-release.aar
[6) MainActivity java
[E proguard-rules.pro
[§] SplashActivity java
[ Zighank
[ android cordova
[ android-samples-master
[ android_sdk

KR (o] [

Hide path

3. Enter Sub project name as “ObdxLib”

Oracle Banking Digital Experience Mobile Application Builder — Android

Next Cancel Finish

PROW POBUY s

W

and

peID )

PRI PRPUY

fradle Cansale
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OBDX Servicing Application

* ® Create New Module x
Fle Edit View N
OO + Q
& [ Androidug .
3 File name: DA172AppBuildhandiroid\app-release.aar g
> <* Subproject name: | Obdxlib @
<
»
&
a
v
3
2
g
J
P
E
2
Fy
#
3 2
i [
;@ H
& z
| Text Mergd
“BToDO { Previous Cancel m lradle Cansale
O Gradle build fi...... Cl

4. Click Finish
5. Go to build.gradle of android project -> search for dependencies -> add

compile project(":ObdxLib") -=> Refer Screenshot.

® android - [CA\L penta\Desktop)17.2 do pp\ai - android - Android Studic 2.3.3 - X
File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help
=N YO0 QAR ¢ P A ([Geaswiar) b 4 3 3 G W E S0 A ? Q
android % build.gradle
| & Project ~ @ & | #- | | S AndroidManifestaml % | (2 Obdslib X | © SplashActivityjava x | [;ii gradle.properties * | (2 android x | [ cordova_pluginsjs * | © configaml X | (© MainActivityjava % -=2n
B @ android C:\Users\vpenta\Desktop\l if (cdvDebugSigningPropertiesFile) { EE
= gradie 44SigningFraps (cdvDebugSigni iesFile, signingConfigs.debug) H
)
- .idea 1
3 i

o % assets
T i dependencies |
& components compile fileTree(include: '*.jar', dir: 'libs')
& cordova-js-sre

corporate debu ile project(path: 'Cordovalib', configuration: 'debug’)
. s releas ile project (path: 'Cordovalib', configuration: 'release’}
H framework -
= compile areup.okhttp3:okhttp:3.6.0'
= Images compile 'com.android.Support:SuUPPOTt-v4:25.3.0'

img -code.gson:gson:2.8.0"

index g d s :play-services-safetynet:10.2.1'

s

partials )

plugins def promptForReleaseKeyPassword(] |

resources.nls if (lcavReleaseSigningPropertiesfile) [

retail return;
z i configuration html }
-z 5 cordovajs if ('__unset'.eguals({android.signingConfigs.release.storePassword)) {
2 igningConfig - 1per: ' x word: '
E # cordova_plugins s ! android. .release. priv . ('Enter key store password: ')
2 [ .
5 indexhtml if ('__unset'.equals(android.signingConfigs.release.keyPassvord)) {
L build android. signingConfigs.release = prive Iper: {'Enter key password: '): =
. cordova 1 ,j','
£ il Cordovalib } B
3 aradle S
:‘ libs gradle.taskGraph.whenReady | taskGraph -> z
& . taskGraph.gethllTasks () .each() | task -> 2

» L3 Obdxiib if (task.name == 'validateReleaseSicning' || task.name = 'validateSicningRelease’) [
' & Android Menitor : Messages  [E Terminal %% ToDO Cleventlog [ Gradie Console

[ Gradie build finished in 225 369ms (moments ago) 2T chars 2575 LF: UTF-8: w B

6. Build the Ul from channel by running following commands on command line/terminal

a. Add'"image_base path css":".././images", to
OBDX_Installer/installables/ui/channel/_build/ mobile_properties.json

Note: Please notice the comma at the end.
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[ /scratch/ /OBDX_| 7 uif_build/i . properti R - Editor - WinSCP - X
HER BHRXE|DC B e S Encodng- [ Coor- & | @
{
"“image base path css”:../../images" )]
“resource_base_pa ER
“image_base_pa ../..Jimages”,
"default_oam_url p://cBA63ae2.ngrok.io",
“default_server_u http://111d37¢2.ngrok.io0",
"brand_base_path”: "../../images",
“rtl_languages”: "[*ar']",
"localCurrency”: "AUD",
“fb_sdk_url® : “https://connect.facebook.net/en US/sdk.js",
“fb_api_key" : "233137313819556",
"linkedin_sdk_url" : "https://platform.linkedin.con/in.js?async=true”,
“linkedin_api_key" : "86hg2yshsq76yd”,
“google map_sdk” : “https://maps.googleapis.con/maps/api/js2key=ATzaSyCYFGuoGW]7CTEGBILF3qaRcITHUYIS3881ibraries=geonetry, places”,
“android_sdk_path” : "/Users/shubham/Library/Android/sdk”,
"ss1_pinning_enabled” : "YES",
“android_connection_timeout” : "5800",
“otp_type” : "hotp”

Line: 2/19 Column: 42 Encoding: 1252 (ANS| - La  Modified

b. For OAM based Authentication

npm install -g grunt-cli

npm install

node render-requirejs/render-requirejs.js
grunt androidbuild

For Non-OAM based Authentication

npm install -g grunt-cli

npm install

node render-requirejs/render-requirejs.js
grunt androidbuild-nonoam

7. Copy the ui generated in dist folder (components, corporate, framework, images, index,
pages, partials, resources, retail, index.html, manifest.jason, sw.js) inside channel to
zigbank\platforms\android\assets\www
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= | DA172AppBuild\channeNdist

Bl o e v (]

) »

« v« 4 > This PC > Data (D:) > 172AppBuild > channel > dist »

o Quick access

= This PC admin
brand-engine
m Desktop
] = components
Documents
| corporate . P
& Downloads Eib s : ‘
@ Muelc & | images e e R
« Pictures 7‘ index
8 Videos & pages 5/2017 4:45 PM File folder
4. System (C) V] partials 445 PM
4 17 4:45 PA File fol
w0l ] resources
M retail 5/2017 4:45 PM File folder
+ Libraries re—
| Documents wallat
% Git webhelp A
& Music build.tet
Y L ™
& Pictures SC index html
/]88 manifestjson 44 N
5 Subversion =
V18 swjs S
R Videos
& Network

- “ A > ThisPC > Data (D) > 172AppBuild > ZigBank > platforms > android > assets > www > ) P
# Quick access ] Name ste modified r
W This PC &7 components
m Desktop cotlois e
& corporate
ol g v framework 5/2017 452PM  File fc
& Downloads ETD e T R
& Music j] index 17 & "l File fold
& Pictures ] pages 5/201 File fold:
 Videos ] partials 1 M folder
& System (C) plugins
— Data (@) ] resources File
M retail
w Libraries B cordovajs
. Documents B cordova_pluginsjs
% Git V@ indexhtml 5 4:45 PM rome HTMI
& Music |8 manifestjson . N Fil
o Pickiies M8 swjs
5 Subversion
R Videos
& Network

16items 12 items se

452 PM

17

8. Copy and paste proguard-rules.pro from
OBDX_Installer/installables/mobile/service/android into zigbank\platforms\android

using explorer.
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® ®
| Fle Edit View Navigate Code Analyze . eroprties | Siging | Favors SRR owpendendes
OEHD «A4 %00 oo 0ction debug + [ name: [ reloase
5| anaroia e Project |
2~ [ Cordovalib Developer Services ® Select Path ®
& [iObdlib Ads N -
"+ Cdandroid Authentication aDen GX O & Hide path
2 & Gradle Seripts Notifications DA172AppBuild\ZigBank\platforms\android\proguard-rules.pro fi]
| Modules O oe
B ndroid
e gitignare
v & android.imi
B android json
K .
H & AndroidManifestxml
g
J @ build.gradle
: gradlew
gradiewbat
[l local.properties
[ progu les.pro
dl project properties
a @ settings.gradle
s @ wrappergradie
4 B platformsjson
e £ plugins
»
] m Cancel Help
& il
-

BTODO & Android Monitor

O Gradle build finished in 375 53ms (36

OBDX Servicing Application

PeID )

PPN PRPUY

vent Log  [£] Gradle Cansole

9. In Android Studio, on the menu bar Click on Build -> Edit Build Types -> select release

® android - [C:\Users\vpenta\Desktop17.2
File Edit View Navigte Code Analyze

ODHO ¢~ XH0QR
[ android ~ %" build.gradle
B & rroieat -l %[
z 3 plugins i
[ resources.nls
[ retail

cenfiguration.html
[3 cordovajs
[ cordova_plugins.js
indexhtml

1 build

[ cordova

[l Cordovalib

[ gradle

1 libs

[ Obdxlib

1 platform_www

L 7 Structure.

i

[ares

G stc
[5l .gitignore

[& android.iml

i android json

% AndroidManifestaml
2 buildgradle

[7it gradie properties

[ gradiew

E gradlew.bat

[Zh local.properties

[311 project.properties.

2 settings.gradle

(2 wiapper.gradle

‘& Android Monitor = : Messages

® Project Structure

+ —

SDK Loeation

Project

Developer Services

Ads

Authentication

Notifications
Modules

i Cordovalib

[ Obdxtib

Properties | Signing | Flavors | Build Types | Dependencies

debug + i Name: | release

release

Debuggable

[felse) n
= - |

Jni Debuggable

Signing Config

Renderscript Debuggable | (fals< n

\ - |

Renderscript Optim Level |

Minify Enabled = - |
Pseudo Locales Enabled | n

Proguard File

Application Id Suffix [

Version Name Suffix |

Zip Align Enabled

o ==

cordova_plugins,s % | [ jsons x | -=:

alpein 5,

BROA POIPUY 4

[E] Gradie console

) Event Log

Tchars 7304

LF: UTF-8: C

o
izl

10.Set Minify Enabled -> True & click on Proguard File selection -> Navigate to proguard-
rules.pro file copied and pasted in step 8
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» ] -
®
Flle Edt View Novigaste Code Anslyze Re
DEHO ¢« XE@AMAR + — Properties | Signing | Flavors Build Types | Dependencies Q
i® I
androj ) SelectPsth X | Name: [ release J
B Pr — - cordova_pluginsjs % | [# jsonjs % | ~=: |
—H aco® B X O & Hide path == L= -
® 2
] =nta\Desktop\17.2 do pp P I Do ‘Eﬂ B
Cordovalib Ini Debuggable [tase n
. gradle
= Signing Config [ n
£ libs
£ ObdiLib Renderscript Debuggable | (fzlse n
= latform _www
L P - Renderscript Optim Level |
res
" st Minify Enabled [true n
= =| .gitignore
5 droidimt Pseudo Locales Enabled | n
5
5 it android.json Proguard File [ [
S AndroidMenifestaml
& buid grodle Application Id Suffix [ J
7 gradie. properties Version Name Suffix [ J
gradiew
- Zip Align Enabled EXN - |
gradlew.
il local properties
= || proguard-rules.pro
= 11l project.properties
z @ settings.gradle
=z © wrappergradle
L] i platforms.json _
#
R plugins >
= res 2
2 woann a
£ oo tn o quicky locate ki the wee z
5 H
- R (v (] e .
6 e — il 1) Eventlog =] Gradle Console
Tchars 7344 LF: UTF-8¢ w8

Click on OK -> again click on OK

11.For Generating Signed Apk: To Generate release-signed apk as follows:

a. On menu bar click on Build -> Generate Sighed Apk

b.
New

¥

File Edit View Navigste Code Analyze Refactor Build Run Tools VCS Window Help

If you have an existing keystore.jks file then select choose Existing else click on Create

ODHG ¢ XOH QR &> A[RBendado] b 4 853 G0ELEEL? Q
android [ assets | 51 www | [ cordova_pluginsjs
B Project ~|@ % | #- 1| (© SplashActivityjava * | [ill gradle,properties x | (& android x | [ project.properties x | [Jli local.properties x | [3 logi bindingsjs % | [ cordova_pluginsjs x | [#jsonjs x | -=2| &
E plugins T v|g
= resources.nls "id": "cordova-plugin-file.Filesystem" =
! retail "File s/cordova-plugin-file, FileSystem.3js",
"pluginId”: "cordova-plugin-file",
. i configuration.html netang
z B cordovajs .| ® Generate Signed APK x
2 5 cordova_pluginsjs 1
3 B indechtmi " Key store path: [ Desktoph17.2 do pp
‘ e —
build - Createnew.. | | Choose mistin
- cordova —
= . "filer
El i Cordovalib iprug| Key store password | ‘
S gradle "cLobhf
@ Key alias: ORACLEOBDX -
. e il | I[-)
2 ObdxLib 1 Key password: = ]
b
platform wn i [ Remember passwords
i res
_—
nriled
El gitignere "plug|
& android.iml "clobhf
= i android,
: anaeidon : N I
< % AndroidManifest xml L s
= 2 build.gradle z
= il gradle properties "1d": "cordova-plugin-file.FileWriter’,
Ll Bl gradlew TEil wwa/FileWriter. js", o
2| gradiew.bat "pluginld”: "cordova-plugin-file", L%
i local.properties "clobbers”: [ S
"window.FileWriter"” Z
4l project.properties. . z
& settings.gradie ) g
x & wiapper.gradie ‘ &
' & Android Monitor 5 0: Messages  [E Terminal <2 TODO. ) Eventlog [ Gradle Console
[ Gredie build finished in 135 657ms (52 minutes ago) 7310 CRLF: UTF-8: w 8

C.

Oracle Banking Digital Experience Mobile Application Builder —

Android

Select Build Type as Release, Signature Version as V2(Full APK Signature) and
Change APK Destination folder if you want and click on Finish
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OBDX Servicing Application

#
File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help
DHO ¢~ X0 0QRK ¢ D A ([Gedoiar] p 4 8 3 6 W L E A ? Q
android  #* build.gradle
G Project + | & | % 1- | (© SplashActivityjava X | [y gradle.properties % | (& android % | [ project. rties % | [4il local. rties X | [3 log, bindingsjs X | [3 cordova_pluginsjs X | [ jsonjs % | ~=2 &
plugins throw new FileNotFoundException( 'Keystore file does not exist: ' + storeFile.getAbsolutePath()) o]
] resources.nls } g

signingConfig.keyRlias = props.get('key.alias') ?: privateHelpers.ensureValueExists(propsFilePath, props, 'keyAlias')

retail
signingConfig. keyPassword = props.get ('keyPassword', props.get('key.alias.passvord', signingConfig.keyFassword))
° B configuration.htrl atemingees]
E )
g 4 cordovajs signingCor ) OSnerate Signed APK x ', signingConfig.storePassword))
“ cordova_pluginsjs el SE0eT \yore: Proguard settings are specified using the Project Structure Dialog
= il indexhtml if (!store
v build der £i| APK Destination Folder: |>pt17.2 do, PP |:\
if (£
3 cordova £ Build Type: | release n
H il Cordovalib } elsd [
3 gradle at|
® libs 1
2 ObdxLib }
platform_www s1gningCon|
i res !
A sre for (def func
2| gitignore e
o umel) Signature Versions: (] V1 (lar Signature) [ V2 (Full APK Signature) - Signature Help
& android.iml 1
E 41 android,json I s B e—
£ s | Brevious | m Cancel | | Help
= ) AndroidManifestxml = =
E b
= (miigresla if (hasProperty('postBuildExtras')) {
& il gradle.properties postBuildExtras ()
W 5l gradlew ] N
= L
R £l gradiew.bat >
= il local.properties =3
2 Bl proguard-rules.pro =
59 Ji project.properties g
L. (£ settings.gradle =
&+ & Android Monitor % 0 Messages  [E Terminal =2 TODO 1) Eventlog  [E] Gradle Console
[ Executing tasks: [:assembleRelease] (moments ago) - Gradle Build Running A IS I FESTF DD Tchars 7344 LFs UTF-8¢ w 8

12.This will generate release-signed.apk in the Given APK Destination folder. Default APK
Destination folder is

zigbank\platforms\android\ build\outputs\apk
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OBDX Authenticator Application

3. OBDX Authenticator Application
3.1 Building Authenticator Ul

1. Extract OBDX_Installer.zip and go to OBDX_Installer/installables/mobile/authenticator/ui.
The folder structure is as shown:

el
Name Date modified Type Size
@ _build 7/21/2017 1:15PM  File folder
) components 71142017 5:04 PM File folder
o css 71472017 5:04 PM File folder
@ framework 771472017 5:04 PM File folder
M images 71142017 5:04 PM File folder
9 ios 771472017 5:04 PM File folder
@ non-ocam 71212017 4:54 PM File folder
) pages 711472017 5:04 PM File folder
) resources 771472017 5:04 PM File folder

2. Build Ul based on selected Authentication mechanism.

a. OAM based Authentication

1. Open command prompt at “OBDX_Installer/installables/mobile/authenticator/ui
/_build” level.

2. Run following command :
npm install -g grunt-cli
npm install
node render-requirejs/render-requirejs.js

grunt authenticator --verbose

3. After running above commands and getting result as “Done, without errors.” a
new folder will be created in “ui” with name as “dist”.
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@ Select C\Windows\System32\cmd.exe - o X

D:\172AppBuild\authenticator\uil\_build>node render-requirejs/render-requirejs
1 requirejs file rendered successfully!

n:\172Appau1"In\Authenn':.atnr\uw'\J:qu;EmW

Grunt and task output will also be logged to "./build_logs/grunt_log.txt"
Running "clean:preBuildcleanup” (clean) task

>> 0 paths cleaned.

Running "copy:main" (copy) task )
Created 124 directories, copied 200 files

Running "sass:dist" (sass) task

Running "htmimin:min" Chtmimin) task
Minified 16 files

Running "inlinecss:main’ (inlinecss) task
>> src must be a single string

Running "uglify:updatedBuild" (ug'\i'Fg) task
>> 42 files created 192,22 kB - 75.22 kB

Running "string-replace:genericReplacements" (string-replace) task
2 files created

Running "require" task

Running "requirejs:compile” (requirejs) task

Running "clean:postBuildcleanup" (clean) task
>> 20 paths cleaned.

Running "authenticator-tasks" task
authenticator build tasks loade:

Running "add-cordova" task

Done, without errors.

Execution Time (2017-07-25 19:04:02 UTC+5:
Toading tasks im 29.3s
copy:main 29.4s

B ® & ¢« 7 m

b. NON-OAM Based Authentication

1. Copy “non-oam/android/login” folder and paste it at location
“components/modules” location. This will replace existing “login” folder.

2. Open command prompt at “_build” level.

3. Run following command :
npm install -g grunt-cli
npm install
node render-requirejs/render-requirejs.js

grunt authenticator --verbose

4. After running above commands and getting result as “Done, without errors.” a
new folder will be created in “ui” folder with name as “dist”.
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Bl C\WINDOWS\system32\cmd.exe - O X

Name Date modified Type Size
@ _build 172 5:14 PM File folder
@ components 7 04 PM File folder
o css 7 04 PM  File folder
dist 7/ 5:14 PM File folder
o framework 7 File folder
o images 7 File folder
o ios 7, File folde
@ non-oam 7 File folder
) pages 7 File folder
) resources 7 7 5:04 PM File folder
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3.2 Authenticator Application Workspace Setup

1. Extract OBDX_Installer.zip. It contains “OBDX_Installer/installables/mobile/authenticator”
folder.

| M4 = | DA172AppBuild\Authenticatd @ Welcome to Android Studio

[ ——— o . P

e > v 40 » ThHsPC » Dam(pg]  D\172AppBuihZigbankiplatiomsiandroid v[0 | Search_build p
android F
dosd, ecicl Ll
o Quick access L
x

® Open File or Project Pl
= This PC
s Desktop a0 EX O Hide path . .
B Documents DA\172AppBuil\Authenticatoriandroid |1 An d ol d Stu d 10
# Downloads > [317.108DXAndroid Version 2.3.3
b Music » [ 17.108DXAndroidNewRetail
Ie Pictures - Bmaee ¥ Start a new Android Studio project
> E11728pp
"l :’::os o v [ 172Apphuild £ Open an existing Android Studio project
& System (C)
- Data (D) > D android 4 Check out project from Version Control =

v 3 Authenticator

= s T R | o ok e 0T e )

2 Documents > Cassets o Import an Android code sample
Gt » [ cordova
2 Music » [ Cordovalib
>
 Pietures 1 gradle
=11
4 Subversion
» B platform waww
B videos » Elres
& Network g o e e B
oK
.
android
DAbranches\authenticator\platforme\android
. v
android #% Configure ~  Get Help + .

35 items. PO...ins\platfor droid

2. Open OBDX_lInstaller/installables/mobile/authenticator/android folder in Android Studio.

 android - [D\172AppBuild\ Authenticator\android] - Android Studic 2.3.3 - o X
File Edit View Navigate Code Analyze Refactor Buld Run Tooks VCS Window Help
DEHD ¢« XOD0 QR ¢ A[Randod~| > 4 s G W L & 2 & 7

«17 Stucwre

1 gradle

O libs

[ platform_www

> Ghres

» Casc
[ workspace
[ android.iml
B android json
[ AndroidManifestxml
(& build.gradle
[3i gradle properties
Bl gradlew
[l gradiew.bat
[2] keystorejks
[ keystore.properties
[di local properties
Bl proguard-rules.pra
M .

(& Captures
v

3 2 Favorites

PROW PIOIpUY s

A% Build Variants

8 0 Messages  [B Terminal & Android Monitor Cleventlog (¥l Gradle Console
Gradle build fini 45 B0ms Context: <nocontext> b @ @

3. Open gradle.properties file and update following properties with relevant proxy address
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Ei- Project v O = 81
[ mipmap-Idpi

[ mipmap-mdpi
[ mipmap-xhdpi
@ icon.png
[ mipmap-xxhdpi
[ mipmap-xoahdpi
[=7 values
Ch R
A2 stringsaxoml

—
2 stylesxoml

[23 xmi
L3 sic
21 workspace
['; android.iml
E" android.json
EAneridManifest.xml
['; authenticator.iml
O build.gradle

il gradle.properties
El gradlew

systemProp.http.proxyHost = <proxy address>
systemProp.https.proxyPort <port number>
systemProp.https.proxyHost <proxy address>
systemProp.http.proxyPort = <port number>

4. Open “assets\app.properties” file and update following properties as per requirement
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¥

b *

Ei- Project & £- 1+
EEauthenticator D:Avmobile_svn\android\authenticator
1 .gradle
[ .idea
73 assets
=7 www
E" cert_keys.json
[ build
1 cordova
L4 Cordovalib
[ gradle
1 libs
1 platform_www
C3res
3 src
21 workspace

connection_ timeout = <timeout_in milliseconds>
ssl pinning enabled = <YES or NO>

shared server url = <server url>
shared oam url = <oam url>

otp_type <hotp or totp>

® android - [D\172AppBuild\Authenticatortandroid] - [android) - . \assets\app.properties - Android Studio 2.33
File Edit View MNavigate Code Analyze Refactor Build Run JTools VCS Windew Help

WO «#4 X000 QR ¢ & A|Rondoide| P 4 Hub H W
CE

L &L ?
B Project - - 1~ | [ gradle.properties | [if app properties x

[ android D:\172AppBuild\Authent ]
connection_timeout=1500

ALpopet | 7

[ gradie
O idea
[5 assets
BT www
1l app.properties
B cert_keysjson
3 build
[ cordova
[ Cordovalib
£ gradle
Elibs
3 platform_www
Cares
Cisrc
3 workspace
[& android.im!

B android json

<37 Structure

Captures

3 2 Favorites

[ AndroidManifestxmi

= build.gradie

[3i gradle properties

[ gradlew

[ gradiew.bat

[0 keystorejks

o W
Bl 0 Messages

[ Gradle build finished in 35 620ms a minute ago)

4 Build Variants

i & Android Monitor

331_pinning_enabled=Yes
shared_server_url-nttp://111d37e2.ngrok.ioc
shared_oam_url=http://c0463ae2 ngrok.io
otp_type=hotp

®T0D0

1:55 CRLF:

OBDX Authenticator Application

a|pesn (3

PO PIoJpuUY s

(¥ Gradle Console
v B

) Event Log

Oracle Banking Digital Experience Mobile Application Builder — Android

29



OBDX Authenticator Application

Note: If selected authentication mechanism is not OAM based then remove “shared_oam_url”
property.

5. Delete “assets/www/css” folder.

»
File Edit Yiew Navigate Code Analyze Refactor Build Run Jools VCS Window Help |
=N X0 @ QR ¢ P A [Codwid-| b 4 # 5 G L g 2 L ? Q
.. B Project - @ = £ 1= | [jjj gradle properties % | [4ij app properties x >
g % android | Q
& s g
£ gradie connection_timeout=1500 s
. 231_pinning_enabled=Yes
idea tp://111d37e2 .ngrok. io
- 3 assets p://c0463ae2 .ngrok. ic
g ww
L cordovarfs-src
v css
i img
5’ plugins ® Delete ®
B B cordavajs Bl Oelete directory “css'?
# cordova_pluginsjs All files and subdirectories in “css” wil be deleted.
B settings.html You might not be able to fully undo this operation!
dll app.properties
B cot ke ion Concel
build
cordova
£ # Cordovalib
£ gradle
&
* libs
platform_www _
n 3res >
g Z
] 3 sic 5
S N z
2 workspace z
& 2
= & android iml &
B it temn
O Messages  [B Terminal @ & Android Monitor 271000 ClEventlog (¥ Gradle Console
[ Gradle build finished in 35 620ms (2 minutes ago) 6:14 CRLF# &

6. Copy generated Ul files from “OBDX_Installer/installables/mobile/authenticator/ui/dist”

folder.

= l)'ﬂ[)AppH\|\H‘,Au'hpnhmlnl‘\ul\d\sl [} e
bome  share  vew °
« o » This PC > Data (D) * 172AppBuild » Authenticator » ui » dist » I3 5] »p
# Quick access 03 Name date modified ¥
W This PC ] components 177:06 BM
M oos 16 PM
m Desktop
] framework 06 PM
Documents
¥  images 7 7:06 PM
3 Downloads las D e
b Music non-oam 17 7:06 P folder
i Pictures ] pages 7/25/2017 7:06 PM File folder
B Videos ] resources 25/2017 7:06 PM File folder
<. System (C3 build. et g : axt Document
- Data (D)
% Libraries
Documents
= Git
4 Music
= Pictures
#° Subversion
B videos
& Network
Sitems 6 items selected -
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N

Copy following folders:
e components

e CSS

o framework

e images

e pages

° resources

@

/android/assets/www”

s | DA172AppBuild\Authenticatonandroidiassetswww

« Al » This PC > Data (D) > 172AppBuild » Authenticator » android > assets > www »
# Quick access O Name yate modified
= This PC ] components ™
B Desktop cordovajs-sic
M oo PM
Documents E11 framawort o
» Dawnloads E11 imoges o
b Music img ,
= Pictures ] pages PM
B Videos plugins
5. System (C) ] resources PM
 Data (D) B cordovajs
B cordova_pluginsjs
+ Libraries @ settings htrl
Documents
2 Git
b Music
% Pictures

#° Subversion
B videos

& Network

12 items 6 iterms selected

OBDX Authenticator Application

Paste copied folders at location “OBDX_Installer/installables/mobile/authenticator

9. To update Application name change string “app_name” value located in
“OBDX_Installer/installables/mobile/authenticator/res/values/strings.xml” file in Andriod Studio.

B Project - © = | ¥- 1| B stringsaml x O
drawable-port-xohdpi = i N SR g
Edit translations for all locales in the translations editor. Open editor Hide notification z
drawable-xhdpi ®
layout resources
mipmap-hdpi <?xml version='1.0' encoding='utf-8'2>
<resources>
mipmap-Idpi
X i <string name="app name">OBDX Secure</string>
mipmap-mapt <string name="launcher name">@string/app_name</string>
mipmap-xhdpi <string name="activity name">@string/launcher_name</string>
mipmap-xxhdpi
mipmap-xathdpi <string name="dialog positive button">¥es</string>
values <string name="dialog negative button">No</string>

© strings.xml
© stylesxml
xml

<string name-"dialog neutral button">0k</string>
<string name="dialog header error">Error</string>

10.To update Application icon update icons in respective “mipmap” folders in Android Studio.
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B Project -

(X

- 1| [ iconpng ‘

OBDX Authenticator Application

3 res
[ drawable
[ drawable-hdpi
[ drawable-land-hdpi
[ drawable-land-ldpi
[ drawable-land-mdpi
[ drawable-land-xhdpi
[ drawable-land-xxhdpi
[ drawable-land-xoothdpi
[ drawable-Idpi
[ drawable-mdpi
[ drawable-port-hdpi
[ drawable-port-ldpi
[ drawable-port-mdpi
[ drawable-port-xhdpi
[E1 drawable-port-xxhdpi
[ drawable-port-wohdpi
[ drawable-xhdpi
[T layout
3 mipmap-hdpi

Bo eaa s

[l icon.png
E3 mipmap-Idpi
[EJ mipmap-mdpi

72x72 PNG (32-bit color) 435K

11.To change splash screen image update “splash_image.png” file in respective “drawable”

folders.
B Project - | © 5 | ¥- - | [{ iconpng * | [ splash_imagepng * ‘
?plaﬁcrm_www @@ @, Q @ 2 720x1,280 PNG (32-bit color) 3
dres
[£1 drawable

[E1 drawable-hdpi

[£7 drawable-land-hdpi
E1 drawable-land-ldpi
[=1 drawable-land-mdpi
[£1 drawable-land-xhdpi
[E1 drawable-land-xxhdpi
[E1 drawable-land-xochdpi
[£7 drawable-1dpi

E1 drawable-mdpi

[=1 drawable-port-hdpi
[=1 drawable-port-Idpi
[E1 drawable-port-mdpi
[E1 drawable-port-xhdpi

E1 drawable-port-xxhdpi
[=1 drawable-port-xohdpi
[=1 drawable-xhdpi

[E1 1ayout

[£1 miomao-hdoi

[7] splash_image.png

12.Change android:minSdkVersion to "21"
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® andraid - [D4172AppBuild\Authenticator\android] - (android] - ..\AndraidManifest.xml - Android Studio 2.3.3 - a X
ile Edit View Navigate Code Analyze Refactor Build Run Took VCS Window Hel
0 P
DEHO #«#24 X000 QR ¢ D A[Rendoid~|P 4 K 0 W L2 Q
3 B Project M - 1= [ gradle.properties * | [J}i app.properties * | & stringsxml % |G AndroidManifestxml * o
P~ P P 2
g £L andraid 8 Aroid manifest |use; g
2 (] gradie <7xml versions 0" encodingm"utf-8" 7> "
. =F <manifest xmlns:android="http://schemas.android.com/apk/res/android"
B3 idea
5 assets package="com.ofss.digx.mebile . authenticator” =
H S android: hardwarehccslarateds"trua" [
] O3 build android:versionCode="10000"
= O cordova android:versionName="1.0.0"> =
v Cordovalib
~ <uzes-sdk
5 1 gredle g
H Elibs android: targetSdkVersion="25" /> |
v [ platform www =
= - <supports-screens =
Lat res android:anyDensity="true"
3 src android:largeScreens="true"
7 workspace android:normalScreens="true"
1 ok T
L& android.iml andreid:smallScreens="true"
& android json android:xlargeScreens="true" />
5 - <uses-permission android:name=" .permission. INTERNET" />
H & build.gradie <uses-permission android:name: permission WRITE_EXTERNAL STORAGE" />
i il gradle.properties <uses-permission android:nams: .permission.READ PHONE_STATE" />
A Bl gradiew <uses-permission android:name= permission READ EXTERNAL_STORAGE" />
X ’I. e <uses-permission android:name="android permission.ACCESS NETWORK STATE" />
[l gradlewbat
n 'y
2 12l keystore jks <application z
> [ keystorepropenties android:hardwareAccelerateds="true" s
= i local . android:icon: &
- L local properties android: labels g
5 | proguard-rules.pro
N p—— Text | Merged Manifest
B 0 Messages (B Terminal @ & Android Monitor  “2TODO @ eventlog ¥ Gradle Console:
26chars 99 LF: &8

[ IlegalArgumentException: null (moments aga)

13.To change application package name, update package name in AndroidManifest.xml file.

B Project v @ = #- 1 | [ AndroidManifestxml % | Ol
3 2
E« icon.png manifest a
EJ mipmap-sohdpi <?xml version="1.0" encoding="utf-8"2> "
[51 mipmap-xhdpi <manifest xmlns:android—"http://schemas.android.com/apk/res/android" —

w n

"com.ofss . digx .mobile.authenticator"

[ values
[~
& strings.xml
& stylesxml

4 android:hardwareAccelerated="true"
5 android:versionCode="10000"
android:versionName="1.0.0">

3 xmi -
L src <uses-sdk
Ol workspace android:minSdkVersion="19"
E! android.iml 1 android: targetsdkVersion="25" />
#9% android json 11
"_g{ AndroidManifestxml 12 <supports-screens
[ authenticator.iml 13 android:anyDensity="true"

id: —n "
2 build gradle android:largeScreens="true

rl dl i android:normalScreens="true"
1ll gradle properties

android:resizeable="true"

gradlew 7 android:smallScreens="true"
gradlew.bat
keystore,jks

android:xlargeScreens="true" />

14.Go to https://developer.android.com/training/safetynet/attestation.html#add-api-key and follow
the steps to generate the api key. Once the key is ready, add the following to
AndroidManifest.xml inside <application> tag

<meta-data android:name="com.google.android.safetynet.ATTEST API KEY"
android:value="ENTER YOUR API KEY" />
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® android - [DA172AppBuild\Authenticator\android] - fandroid] - .-\AndroidManifestxml - Android Studio 2.3.3

File Edit View Navigate Code Analyze Refactor Build Run Jools VCS Window Help

O
B & rojea - 0 %
% v DB android D:\172AppBuild\Authenticator
£ £ gradie
[ idea
® [ assets
«5- [ build
% » Clcodova
¥+ [ Cordovalib
N £ gradle
5 1 libs
3 [ platform_www
" Cires
> Bascc
[ workspace
[ android.iml
% android json
N '% AndroidManifestxml
£ 2 build.gradle
H [t gradie properties
% Bl gradlew
Bl gradlew.bat
H [} keystorejks
3 [3i keystore properties
% Eh local properties
& E proguard-rules.pro

& rerminal

0 Messages

[ IegalArgumentException: null (a minute ago)

WO #» XD QR ¢ P A |FRandroid »

| SEAR W |

e L ?

L &

- 1 [ gradieproperties X | [iij app.properties X | & stringsxmi X | [& AndroidManifestxml X

/>
WRITE_EXTERNAL_STORAGE" />
READ_PHONE_STATE" />
READ_EXTERNAL_STORAGE" />
ACCESS_NETWORK_STATE" />

OBDX Authenticator Application

s(pesd

& Android Monitor

manifest |application
<uses-permission android:names"android.permission.INTERNET"
<uses-permission android:names"android.permission
-permission android:name="android. permission
-permission android:names"android.permission
-permission android:names"android.permission
<application

android:hardwareAccelerated="true"
android: icon="@mipmap/icon"

android:label=:
ndr

<activity
android:name=".MainActivity"

android: tation|

android:label="0string/launcher name"
android:launchMode="singleTop"
android:theme="(style/AppTheme"

droid:wi 1 " >

</activity>

<activity android:name="me. apla.cordova.AppPreferencesActivity"

<activity android:name=".SplashActivity"

android: lentation|

/>

android:label="(string/launcher name"
android:launchMode="singleTop"

android: theme="(style/SplashTheme"
android:wi "ad: =
<intent-filter android:label="

istring/app_name">
Text | Merged Manifest

27000

147 chars, 2 lines

|screensSize|local

| screensSize|local

&
&
g
g
@ ventlog [ Gradie Console
311 L2 o o
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3.3 Building Authenticator Application

a. Debug build — To debug Issues

1.

Delete existing
“OBDX_Installer/installables/mobile/authenticator/android/res/xml/config.xml”
file.

Rename
“OBDX_Installer/installables/mobile/authenticator/android/res/xml/config_debug.x
ml” file as “config.xml”

Delete “OBDX_Installer/installables/mobile/authenticator/android/build” folder if it
already exists.

Open command prompt at “authenticator” folder level.

Run following command

gradlew assembleDebug

Bl Select CAWINDOWS\system32\cmd.exe — ] X

Download http

ter)

t to a valid N rec . It is currently set to D
DK, unset the NDK variable from ANDROID_NDK_HOME or local.properties to remove this warning.

removed in Gradle 5.0.

6. After getting message “BUILD SUCCESSFUL” debug apk is generated at path

“OBDX_Installer/installables/mobile/authenticator/android/build\outputs\apk\authe
nticator-debug.apk”.
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v @ authenticator Name Date modified

.gradle [ authenticator-debug.apk
.idea

v @ assets

o www
v build
android-profile
generated
intermediates
outputs

apk

logs

mapping
reports
tmp

@ cordova

b. RELEASE build — For Release

7/21/2017 3:25 PM

OBDX Authenticator Application

Type

APK File 1,741 KB

1. Delete existing “OBDX_Installer/installables/mobile/authenticator/
android/res/xml/config.xml” file.

2. Rename
“OBDX _Installer/installables/mobile/authenticator/android/res/xml/config_release.
xml” file as “config.xml”

3. Replace “OBDX_lInstaller/installables/mobile/authenticator/android/keystore.jks”

with your own keystore.

To generate key and keystore refer android developer site at location:

https://developer.android.com/studio/publish/app-signing.html#generate-key

b4 Android Studio FEATURES USERGUIDE PREVIEW

‘o (et Generate a key and keystore

Debug Your App v

1. In the menu bar, click Build > Generate Signed APK.
Test Your App v

2. Select a module from the drop down, and click Next
Profile Your App v

3. Click Create new 1o create a new key and keystore
Publish Your App

Q_ search

You can generate an app signing or upload key using Andraid Studio, using the following steps:

4. On the New Key Store window, provide the following information for your keystore and key, as shown in figure 3

Prepare for Release
Keystore

U ELLED o Key store path: Select the location where your keystore

should be created.

Sign Your App
o Password: Create and confirm a secure password for
Command Line Tools v
your keystore.
Release Notes v

Key

Troubleshoot o Alias: Enter an identifying name for your key.

Oracle Banking Digital Experience Mobile Application Builder — Android

L] [ ] New Key Store

Key store path:  /home/user/keystores/android.jks

Password: sesssnee Confirm:  eessssee
Key

Alias: MyAndroidKey

Password: seseneee Confirm:  esessese
Validity fyears): 25 2

Centificate

First and Last Name:  FirstName LastName
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OBDX Authenticator Application

4. Open “authenticator/keystore.properties file and update following
properties

storePassword=<keystore password>
keyPassword=<key password>
keyAlias=<alias for key>
storeFile=<keystore file name>

5. Update proguard rules file located at “authenticator/proguard-rules.pro” to
change package name with one provided in AndroidManifest.xml file.

B Project > € = | - 1 | & AndroidManifestxml ¥ ‘ [E proguard-rulespro * |
e TpTHER AR = = .
Ea mipmap-xxxhdpi 88 @android. support.annotation.Keep <init>(...);

71 values 89 }
o 30
& strings.xml o

ile.authenticat kR K; o}

ile.authenticator.dto.** { *; }

o 1
& stylesxml 52 -keep class okhttp3.**
£ xmi 3 -keep interface okhttp3.** { *; }
it src 94 -keep class * extends org.apache.cordova.CordovaPlugin
(| workspace 55 -keep class org.apache.cordova.** {
[ android.imi 56 *;
i android.json JT }

-keep class adobe.phonegap.fetch.** [*;}
L—- authenticator.iml -keep public class * extends org.apache.cordova.CordovaPlugin
s .
100 —dontwarn okhttp3.**

Db
! puldaracle 101 —dontwarn okio.*
rlll gradle.properties e

_F%AndrcidManifest.xml

E gradiew 103 # ing from cbfuscating Complianc

E‘ gradiew.bat 104 —keep class com.google.android.gms.** { *; }
I—_?_ keystore Jks 105 -keep class com.google.gson.** { *: }

[3it keystore properties 106
[3it 1ocal properties c
E proguard-rules.pra
it project properties
O settings.gradle

6. Open command prompt at
“OBDX_Installer/installables/mobile/authenticator/android/” folder level.

® android - [D:\172AppBuild\Authenticatorn\android] - Cordavalib - Andraid Studio 2.3.3 - a X
File Edit View MNavigate Code Analyze Refactor Build Run Took VCS Window Help
DEHO «#24 XO0 QR ¢ > A[Boandoid~| P 4 Kb G W L 82 &L ? Q
| B Project - @ = -1 [ gradleproperties % | [Jil app.properties % | (& Cordovalib * | (& android % | & stringsxml % 5 AndroidManifestxm| * o
A p—— froid vie
& El
— E It ®
i £ aradie
idea
» 3 assets
g [ build
o [ cordova et e e . E .
v L3 Cordovalib ‘
. 3 build ‘
5 Casic
8 & AndroidManifestxmi
= 2 build gradle
& cordova.gradle
& Cordovalibml buildseript {
al project properties repositories {
[ gradie mavenCentral()
- (% | centero]
libs }
= 1 platform waw
2 L3 res dependencies {
= - classpath 'com.android.tocls.build:gradle:2.3.3
* i src
[ workspace
m ! »
z & android iml 4
3 = android json apply plugin: 'com.android.library’ g
E 5 AndroidManifest xml z
5 & build.gradie ext | &
noeo apply from: 'cordova.gradle’
B 0 Messages  [@Terminal i & Android Monitor B 4:Run "B TODOD Eheventlog [ Gradle Console
(1] Gradle build finished in 35 785ms (3 minutes ago) 17 chars  24:1 LF$ UTF-8¢ w 8 0
-
L
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8. Run following command

gradlew assembleRelease

Bl Select CAWINDOWS\system32\cmd.exe - O X

1e \ \authenticato
‘gradle” is n
operable progr

Tt is currently set to D:\Softwa
DROID_NDK_HOME or local.properties to remove this warning.

hift(Closure) method has been deprecated and is scheduled to be removed in Gradle 5.0.

Cordovalib > Resolving dependencies
It is currently set to

ANDROID_NDK_HOME or local.properties to remove this ning.

9. After getting message “BUILD SUCCESSFUL” release apk is generated at path
“OBDX_Installer/installables/mobile/authenticator/android/build\outputs\apk\authe
nticator-release.apk”.

v @ authenticator Name Date modified Type Size
gradle . . R
authenticator-release.apk APK File
.idea
v @ assets
O www
v build

android-profile
generated
intermediates
v outputs
apk
logs
mapping

10. To generate release signed apk :
i. On menu bar click on Build -> Generate Signed Apk

ii. If you have an existing keystore.jks file then select choose Existing else click
on Create New
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o
File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help
=W XHo QR &> A [Eadoar) P + 38| L ? Q
android | [ assets | 1 www | [ cordova_pluginsjs
5| B Project v | & | £ - | (© SplashActivityjava * | [l gradle properties x | (2 android x | [ project.properties % | [l local.properties % | [3 login-form-bindings.js % | [ cordova_pluginsjs x | [# jsonjs % | ~=2 |
z plugins T g
= resources.nls "cordova-plugin-file.FileSystem" 2
ol retail "p: s/cordova-plugin-file/: FileSystem.js",
"pluginld": "cordova-plugin-file",
. i configuration.html neto
z B cordovajs .| ® Generate Signed APK x
E 5 cordova_pluginsjs 1
. n . Kk
g B indexhtrl " Key store path: = Desktoph17.2 do pp
. e —
build i Create new, Choose existing
" cordova vestod —
g ile
2 il Cordovalib iprags| Ky store password
S dl "
= gracle T QRACLEOBDX \l:\
libs
2 ObdxLib 1 Key password:
b
platform. [ [ Remember passwords
G res
niar
% src il
= .gitignere "plugil
& android.im| "clobi
= 58 android, "y _— S
: andridjon : | R (o) [
£ % AndroidManifest xml , L s
z 2 build.gradle ('
= ill gradle.properties "1d": "cordova-plugin-file.FileWriter
- = gradlew "plugins/cordova-plugin-file/ FileWriter.3js", .
Bl gradlew.bat d "cordova-plugin-file", ‘;‘
2 il Tocal. properties L a
t "window. Fileiriter" s
2 il project.properties . H
Sl 2 settings.gradle ' g
* (& wiappergradle [ =
‘i 6 Android Monitor = 0: Messages [ Terminal %2 TODO c [E] Gradie Console
7310 CRLF: UTF-8: v 8

[ Gradie build finished in 135 657ms (52 minutes ago)

iii. Select Build Type as Release, Signature Version as V2(Full APK
Signhature) and Change APK Destination folder if you want and click on

Finish.

.
File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help
DHO ¢4 XH0QA G D A ([Randoia-) > 4 &3> 38 |80 4L 7 Q
android 2 buildgradle
| B Project ~|@ % | #- I~ | (© SplashActivityjava % | [ill gradle properties x | (& android x | L project.properties x | [4ii local. rties x | [3 log bindingsjs % | [# cordova_pluginsjs % | [# jsonjs x | -=2 |
E plugins throw new FilellotFoundException| Keystore file does not exist: ' + storeFile.getAbsolutePath()) 2
= resources.nls ! H
” retail g.keyRlias = props.get('key.alias') ?: privateHelpers.ensureValueExists(propsFilePath, props, 'keyAlias'}
g.keyPasaword = props.get('keyPassword', props.get('key.alias.password', signingConfig.keyPassweord))
. i configuration.html signingCad
s o ® i
z 5 cordovajs signingcos ) OCmerdte Signed APK X, signingcontig.scorepzssvora))
= cordova,_pluginsjs def 3toreTl ot Proguard settings are specified using the Project Structure Dialog
= i indechtml if (lstore
v de APK Destination Folder, | op\17.2 do R -
build
if (24
5 cordova £ Build Type: | release n
H il Cordovalib | elsd Flovors
3 gradle o] =
® libs 1
2 ObdxLib }
platform_www signingCon
i res }
3 src for (def func
= .gitignere £
9t Func) Signature Versions: [ V1 (Jar Signature) [ V2 (Full APK Signature) Signature Help
& android.iml 1
4588 android.json
s | Previous | m | Cancel | | Help
% AndroidManifest xml — —
£
build.gradle if (hasFroperty('postBuildExtras')) |
il gradie.properties postBuildExtras ()
B gradiew ] ~
5| gradlew.bat el
£ Ji local.properties §
z B proguard-rules.pro =
il il project.properties. g
* > S
& settings.gradie
' & Android Menitor 5 0 Messages [ Terminal %2 TODO 1 Eventlog  [E] Gradle Console
[ Exccuting tesks: [:assembleRelease] (moments ago) .. Gradle Build Running )@ Tchars 7344 LFs UTF w 8

This will generate release-signed.apk in the Given APK Destination folder. Default APK
Destination folder is OBDX_Installer/installables/mobile/authenticator/android\platforms\android\
build\outputs\apk
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